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prepare for and adapt to changing conditions and withstand and recover 
rapidly from disruptions.

Absolute Endpoint 
Resilience Assessment 

DATA SHEET

absolute.com

http://absolute.com/?&utm_source=absolute_content&utm_medium=pdf
http://absolute.com/?&utm_source=absolute_content&utm_medium=pdf


ENDPOINT RESILIENCE ASSESSMENT / DATA SHEET

Endpoints are critical to supporting the organization’s strategic objectives, the services that 
support those objectives, and the core technical infrastructure that enables those services. 
Endpoints also represent one of the largest attack surfaces of most organizations. Threat actors 
frequently leverage weaknesses and vulnerabilities on these endpoints to gain an initial foothold 
into the organization. They are then able to maintain persistence, escalate privileges, move 
laterally to higher value systems, and ultimately exfiltrate sensitive organizational data, disrupt 
services, or extort payments via ransomware. 

Most traditional assessments are mainly focused on the core infrastructure without taking 
a service-oriented approach, and only provide a cursory review of the security posture and 
capabilities necessary for endpoint resilience. The Endpoint Resilience Assessment takes this 
traditional approach a step further by providing an in-depth evaluation of cyber security and 
resilience from an end-user asset perspective. This identifies critical sustainment and protection 
gaps in addition to providing recommendations that help ensure organizations are prepared for 
and adapt to changing conditions and are able to withstand and recover rapidly from disruptions.

The assessment is delivered through four interactive workshops spanning IT Operations, Risk 
and Compliance, and Security Operations, and a leadership-focused Cumulative Resilience 
workshop covering domain oversight across all topic areas. These workshops will focus on the 
organization’s maturity across asset management, configuration management, service resiliency, 
risk management, controls management, training and awareness, vulnerability management, 
incident management, and situational awareness.

	Ƃ In-depth assessment of resilience from a fleet endpoint perspective across IT Operations, Risk 
and Compliance, and Security Operations

	Ƃ Identify key control gaps and device management weaknesses prior to attacker exploitation

	Ƃ Implement recommendations to improve resilience for endpoints for asset management, 
configuration management, service resiliency, risk management, controls management, 
training and awareness, vulnerability management, incident management, and situational 
awareness

Reach out to your account executive to discuss how Absolute’s Professional Services can help.

Fleet Endpoints
(Endpoint Resilience Asssesment)

Core Infrastructure
(Network, Servers, Cloud, Storage)

Services
(Critical Activities)

Strategic 
Objectives

• Mission, Vision, Values
• Specific Objectives

• Industry focused services
• Finance, Manufacturing, 

Healthcare, Education, 
Technology, Sales, Support

• Traditional IT Operations
• Supporting services (most 

assessments stop here)

• Critical to supporting 
ALL functions

• Most overlooked risk
• Often the largest attack 

service
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ENDPOINT RESILIENCE ASSESSMENT / DATA SHEET

ALIGNMENT

CISA Cyber Resilience Review  
(CRR) Domains • NIST CSF •  

NIST Cyber Resilience Controls   
Absolute Endpoint  

Resilience Assessment
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Access Control AC check_circle check_circle check_circle

Awareness & Training AT check_circle check_circle

Audit & Accountability AU check_circle check_circle check_circle

Assessment, Authorization & Monitoring CA check_circle check_circle check_circle

Configuration Management CM check_circle check_circle check_circle

Contingency Planning CP check_circle check_circle check_circle check_circle check_circle check_circle

Identification & Authentication IA check_circle check_circle check_circle

Incident Response IR check_circle check_circle

Maintenance MA check_circle

Physical & Environmental Protection PE check_circle check_circle check_circle

Planning PL check_circle check_circle

Program Management PM check_circle check_circle check_circle check_circle

Risk Assessment RA check_circle check_circle check_circle check_circle

Systems & Services Acquisition SA check_circle check_circle check_circle check_circle check_circle

System & Communication Protection SC check_circle check_circle check_circle check_circle check_circle

System & Information Integrity SI check_circle check_circle check_circle check_circle check_circle check_circle check_circle check_circle

Supply Chain Risk Management SR check_circle
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RE Identify ID check_circle check_circle check_circle check_circle check_circle check_circle check_circle check_circle check_circle check_circle

Detect DE check_circle check_circle check_circle check_circle

Protect PR check_circle check_circle check_circle check_circle check_circle check_circle check_circle check_circle check_circle check_circle

Respond RS check_circle check_circle check_circle check_circle

Recover RC check_circle check_circle check_circle

SAMPLE ASSESSMENT
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Absolute Software makes security work. We empower mission-critical performance 
with advanced cyber resilience. Embedded in more than 600 million devices, our 
cyber resilience platform delivers endpoint-to-network access security coverage, 
ensures automated security compliance, and enables operational continuity. Nearly 
21,000 global customers trust Absolute to protect enterprise assets, fortify security 
and business applications, and provide a frictionless, always-on user experience. 

Learn More

https://twitter.com/absolutecorp
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