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Data points collected by Absolute Application-
Persistence-as-a-Service (APaaS)

Absolute Application-Persistence-as-a-Service (APaaS) collects a default set of data to provide
Application Health Telemetry and Insights reports to APaa$S ISVs. Listed below are the data fields
collected and the Grouped Name column indicates how the data points are used. For APaaS-enabled
products the 'Health Monitoring’ and ‘AP’ data group fields are specific to application resiliency of the
application. Absolute’s firmware persistence is supported by the ‘BIOS Persistence Mgmt’,
‘Communication’, ‘Agent’ and ‘BIOS’ data groups. The ‘AV’ and ‘Encryption’ data groups are used to
report on active Antivirus and Encryption products. The remaining data group fields are utilized for

unique device identification.

Field

Computer Make
Computer Model
BitLocker Status
Computer Serial
Computer Asset
Computer Name

HDD Serial Number
Computer UUID

RAM Serial Number
Battery Device ID

MAC Address

System Bios Version
System Bios Date

OS Product Key

HDD Model

NIC Adapter Name
Computer Product ID Number
Computer Product Name
CPU Description
Persistent Agent Version
BIOS SN Version

TCG Support

WMI Status

ATP Capable

Grouped Name

BIOS Persistence Mgmt - Computer Make
BIOS Persistence Mgmt - Computer Model
BIOS Persistence Mgmt - BitLocker Status
Device Identification - Computer Serial
Device Identification - Computer Asset
Device Identification - Computer Name
Device Identification - HDD Serial Number
Device Identification - Computer UUID
Device Identification - RAM Serial Number
Device Identification - Battery Device ID
Device Identification - MAC Address
Analytics - System Bios Version

Analytics - System Bios Date

Analytics - OS Product Key

Analytics - HDD Model

Analytics - NIC Adapter Name

Analytics - Computer Product ID Number
Analytics - Computer Product Name
Analytics - CPU Description

Analytics - Persistent Agent Version
Analytics - BIOS SN Version

Analytics - TCG Support

Analytics - WMI Status

Analytics - ATP Capable
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Bios Default Language
UEFI Bios

Tablet

CPU Datawidth

Serial Data64

Remote IP

Local IP

Proxy IP

ISV Agent Health Status
ISV Agent Health Status Details
ISV Agent Version

ISV Install Location
Identifier

Last connected

Agent Status

Agent

Component manager
Component manager > Status
Persistence agent

Device name

Username

Domain

Encryption Status

Full system name

Name

Version

Build

CSDVersion / OS Service Pack
Architecture

Install date

Last boot time

Update build revision
Current build

Release ID

Edition ID

Manufacturer

Product key

Serial number

Windows directory

Other OS description

Hard Drive (HD) Free Space
Total physical memory (bytes)

Available physical memory (bytes)

Analytics - Bios Default Language
Analytics - UEFI Bios

Analytics - Tablet

Analytics - CPU Datawidth

Analytics - Serial Data64
Communication - Remote IP
Communication - Local IP
Communication - Proxy IP

Health Monitoring - ISV Agent Health Status
Health Monitoring - ISV Agent Health Status Details
Health Monitoring - ISV Agent Version
Health Monitoring - ISV Install Location
Agent - Identifier

Agent - Last connected

Agent - Agent Status

Agent - Agent

Agent - Component manager

Agent - Component manager > Status
Agent - Persistence agent

Device - Device name

Device - Username

Device - Domain

Device - Encryption Status

Device - Full system name

OS - Name

OS - Version

OS - Build

OS - CSDVersion / OS Service Pack

OS - Architecture

OS - Install date

OS - Last boot time

0S - Update build revision

OS - Current build

OS - Release ID

OS - Edition ID

OS - Manufacturer

OS - Product key

OS - Serial number

0S - Windows directory

OS - Other OS description

System Info - Hard Drive (HD) Free Space
System Info - Total physical memory (bytes)
System Info - Available physical memory (bytes)
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Total virtual memory (bytes)

Available Virtual Memory (bytes)

Local IP address
Public IP address
Processor

Page file space (bytes)
Page file

Boot device

Locale

Name

System directory
Make

Model

System type

Serial number

Time zone

Release date
Language

Serial number
Version

SMBIOS version
SMBIOS major version
SMBIOS minor version
Manufacturer

Version date

Asset tag

Supervisor Password Status
ID

Name

Serial number
Capacity

Estimated charge remaining
Estimated runtime

ID

Manufacturer

Serial number

Size (bytes)

Slot

Speed

Type (or Type Detail)
Chassis Type

ID

Name

System Info - Total virtual memory (bytes)
System Info - Available Virtual Memory (bytes)
System Info - Local IP address
System Info - Public IP address
System Info - Processor

System Info - Page file space (bytes)
System Info - Page file

System Info - Boot device

System Info - Locale

System Info - Name

System Info - System directory
System Info - Make

System Info - Model

System Info - System type

System Info - Serial number
System Info - Time zone

BIOS - Release date

BIOS - Language

BIOS - Serial number

BIOS - Version

BIOS - SMBIOS version

BIOS - SMBIOS major version

BIOS - SMBIOS minor version

BIOS - Manufacturer

BIOS - Version date

BIOS - Asset tag

BIOS - Supervisor Password Status
Battery - ID

Battery - Name

Battery - Serial number

Battery - Capacity

Battery - Estimated charge remaining
Battery - Estimated runtime
Memory - ID

Memory - Manufacturer

Memory - Serial number

Memory - Size (bytes)

Memory - Slot

Memory - Speed

Memory - Type (or Type Detail)
Memory - Chassis Type

CPU-ID

CPU - Name
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Architecture
Data width
Logical cores
Physical cores
Processor speed
L2 cache size

L2 cache speed
L3 cache size

L3 cache speed
ID

Name

Drive
Manufacturer
Media loaded
Media Type
Description
Status

Transfer rate
PnP device ID
SCSl target ID
ID

Name
Manufacturer
ID

Name
Description

Is Enabled

ID

Name

PnP device ID
Adapter type
Adapter description
Manufacturer
Adapter RAM
Driver version
Number of colors
Resolution

Bits per pixel
Height

Width
Horizontal resolution
Vertical resolution
ID

CPU - Architecture

CPU - Data width

CPU - Logical cores

CPU - Physical cores

CPU - Processor speed
CPU - L2 cache size

CPU - L2 cache speed

CPU - L3 cache size

CPU - L3 cache speed
CDROM - ID

CDROM - Name

CDROM - Drive

CDROM - Manufacturer
CDROM - Media loaded
CDROM - Media Type
CDROM - Description
CDROM - Status

CDROM - Transfer rate
CDROM - PnP device ID
CDROM - SCSl target ID
Sound Device - ID

Sound Device - Name
Sound Device - Manufacturer
Camera-1ID

Camera - Name

Camera - Description
Camera - Is Enabled
Display - ID

Display - Name

Display - PnP device ID
Display - Adapter type
Display - Adapter description
Display - Manufacturer
Display - Adapter RAM
Display - Driver version
Display - Number of colors
Display - Resolution
Display - Bits per pixel
Display - Height

Display - Width

Display - Horizontal resolution
Display - Vertical resolution
Keyboard - ID
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Name
Description
Layout

PnP device ID

Number of function keys

ID

Name
Manufacturer
Number of buttons

Power management supported

PnP device ID
Handedness
Hardware type
Enabled

Current network numeric code

IMEI

IMSI

Phone Number
SIM Serial

SIM ICCID

Type
Manufacturer
Model

Network
Service Status
ID

Name

Adapter type
Installed

IPv4 address
IPv6 address

IP subnet
Default gateway
DHCP enabled
DHCP server
DHCP lease expires
DHCP lease obtained
MAC address
Manufacturer
Product type
Speed

Network SSID
ID

Keyboard - Name

Keyboard - Description

Keyboard - Layout

Keyboard - PnP device ID

Keyboard - Number of function keys
Pointing Device - ID

Pointing Device - Name

Pointing Device - Manufacturer
Pointing Device - Number of buttons

Pointing Device - Power management supported

Pointing Device - PnP device ID
Pointing Device - Handedness

Pointing Device - Hardware type
Cellular - Enabled

Cellular - Current network numeric code
Cellular - IMEI

Cellular - IMSI

Cellular - Phone Number

Cellular - SIM Serial

Cellular - SIM ICCID

Cellular - Type

Mobile Broadband Adapter - Manufacturer
Mobile Broadband Adapter - Model
Mobile Broadband Adapter - Network
Mobile Broadband Adapter - Service Status
Network Adapter - ID

Network Adapter - Name

Network Adapter - Adapter type
Network Adapter - Installed

Network Adapter - IPv4 address
Network Adapter - IPv6 address
Network Adapter - IP subnet

Network Adapter - Default gateway
Network Adapter - DHCP enabled
Network Adapter - DHCP server
Network Adapter - DHCP lease expires
Network Adapter - DHCP lease obtained
Network Adapter - MAC address
Network Adapter - Manufacturer
Network Adapter - Product type
Network Adapter - Speed

Network Adapter - Network SSID
Storage Disk - ID
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Name
Description

Disk index

Bytes per sector
Firmware revision
Manufacturer
Media type

Model

Number of partitions
Sectors per track
Serial number
Size (bytes)
Status

Total cylinders
Total heads

Total sectors
Total tracks

Total tracks per cylinder

ID

Name

Boot
Compressed
Drive letter
File system
Serial

Size (bytes)
Free space (bytes)
ID

Name

Driver

Server

Share

Port

Name
Manufacturer
PnP device ID
Product name
Version
Definition
Definition date
Last updated
Status

Repair Status

Storage Disk - Name

Storage Disk - Description
Storage Disk - Disk index
Storage Disk - Bytes per sector
Storage Disk - Firmware revision
Storage Disk - Manufacturer
Storage Disk - Media type
Storage Disk - Model

Storage Disk - Number of partitions
Storage Disk - Sectors per track
Storage Disk - Serial number
Storage Disk - Size (bytes)
Storage Disk - Status

Storage Disk - Total cylinders
Storage Disk - Total heads
Storage Disk - Total sectors
Storage Disk - Total tracks
Storage Disk - Total tracks per cylinder
Storage Volume - ID

Storage Volume - Name
Storage Volume - Boot

Storage Volume - Compressed
Storage Volume - Drive letter
Storage Volume - File system
Storage Volume - Serial
Storage Volume - Size (bytes)
Storage Volume - Free space (bytes)
Printer - ID

Printer - Name

Printer - Driver

Printer - Server

Printer - Share

Printer - Port

USB - Name

USB - Manufacturer

USB - PnP device ID

AV - Product name

AV - Version

AV - Definition

AV - Definition date

AV - Last updated

AP - Status

AP - Repair Status
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Status Checked

Repairs, reinstalls and failures over the past
30 days

Became healthy / Became unhealthy
application version

status of key application services

status of key registry entries

nature of any repairs or reinstalls initiated
Status

Product Name

Version

Algorithm

Comments

Key Size

SED Capable

Last Updated

All Drives Encrypted

AP - Status Checked

AP - Repairs, reinstalls and failures over the past 30
days

AP - Became healthy / Became unhealthy

AP - application version

AP - status of key application services

AP - status of key registry entries

AP - nature of any repairs or reinstalls initiated
Encryption - Status

Encryption - Product Name

Encryption - Version

Encryption - Algorithm

Encryption - Comments

Encryption - Key Size

Encryption - SED Capable

Encryption - Last Updated

Encryption - All Drives Encrypted

Confidential and Proprietary. Property of Absolute Software Corporation.



Copyright Information

APaaS Data points collected - Document version 1.01-0

© 2019 - 2023 Absolute Software Corporation. All rights reserved. Reproduction or transmission in whole or in part, in any form, or by
any means (electronic, mechanical, or otherwise) is prohibited without the prior written consent of the copyright owner. Absolute and
Persistence are registered trademarks of Absolute. Self-healing Endpoint Security is a trademark of Absolute. All other trademarks are
property of their respective owners.

Confidential and Proprietary. Property of Absolute Software Corporation.



