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NIST Cybersecurity Framework Evaluation Guide
Building Cyber Resilience with Absolute

An estimated 68% of organizations suffered an endpoint attack in 2020. With the
rapidly evolving cyber threat landscape, it’s vital for companies to know where their
endpoints are, take deep control of security actions on those devices, and ensure
security controls repair themselves.
The NIST Cybersecurity Framework helps organizations understand their
cybersecurity risks, and reduce threats, vulnerabilities, and impacts with customized
measures. By implementing the framework, they can better respond to and recover
from cybersecurity incidents, analyze root causes, and make improvements to
security controls.
The NIST Cybersecurity Framework consists of three parts: the Framework Core, the
Framework Profile, and the Framework Implementation Tiers.
The Framework Core involves five key functions. The first function – Identify –
covers an understanding of resources, associated risk levels, asset management,
governance, and risk management. Next, Protect and Detect dive into access control
and security monitoring. The final two functions – Respond and Recover – deal with
how to react to and recover from security incidents.
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The Framework Profile provides a picture of the current and desired state of an
organization’s security program. Through the use of the Profiles, companies can
align their cybersecurity activities with their business requirements, risk tolerances,
and resources. Similarly, the Framework Implementation Tiers component
describes how an organization’s cybersecurity risk management practices exhibit
the characteristics defined in the Framework, such as being risk and threat aware
and repeatable.
Meeting industry standards and government regulations shouldn’t hold your
business back. With Absolute, you can address specific standards and exceed
requirements set out in government guidelines such as the NIST Cybersecurity
Framework.
Absolute helps organizations to secure their endpoints and manage risk in alignment
with the best practices outlined in the NIST Cybersecurity Framework. Ultimately,
Absolute Persistence technology not only guarantees granular insight needed to
identify, protect, and detect potential risks but more importantly returns devices
to their desired state of security and use after malicious attacks, decay, collisions,
or user errors.
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IDENTIFY

Assess Security Posture

• Keep hardware inventory up to date with crossplatform data points in a single view
• Identify authorized and unauthorized hardware and software
• Catalog device, data, and application relationships
• Manage endpoints based on classification, criticality, and use

Develop an organizational understanding
to manage cybersecurity risk to systems,
people, assets, data, and capabilities.

PROTECT

Enforce Security Standards

• Benchmark device controls against security
standards and organizational policies
• Receive automated alerts based on accurate geo-location
details to detect suspicious movement or behavior

• Enforce standard device and security configurations
• Self-heal critical endpoint security and management tools
• Find and remediate OS and application vulnerabilities

Develop and implement appropriate
safeguards to ensure delivery of critical
infrastructure services.

DETECT

Detect Security Incidents

• Locate and securely erase unprotected sensitive data
• Automate validation for data integrity in software,
firmware, and cloud storage applications

• Detect deviations from baselines for data, devices, and applications
• Find OS/application vulnerabilities and indicators of compromise
• Detect unauthorized hardware and software

Develop and implement appropriate
activities to identify the occurrence of a
cybersecurity event.

RESPOND

Respond to Security Incidents

• Find and classify sensitive data at risk, and high-risk users with access
• Alert on movement in and out of defined geographical areas
• Identify missing devices in the device population

• Remediate compromised devices with custom and library scripts
• Remediate at-scale to prevent spread of detected compromise
• Remotely freeze access to devices
• Remotely erase sensitive data on endpoints securely

Develop and implement appropriate
activities to take action regarding a
detected cybersecurity incident.

RECOVER

Successfully Recover
from Security Incidents
Develop and implement appropriate
activities to maintain plans for resilience
and to restore any capabilities or services
that were impaired due to a cybersecurity
incident.
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• Certify proof-of-deletion in accordance with NIST SP 800-88
Guidelines for Media Sanitization
• Investigate stolen or suspicious devices

• Autonomously self-heal critical endpoint
productivity tools and security controls
• Augment and push new controls for endpoint hygiene
• Monitor device and application usage
• Document incident investigations, digital forensics, and events
• Avoid breach notifications after incidents
• Identify root cause to prevent future similar incidents
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Like what you’re hearing?
See how Absolute can help you align
your endpoint security posture with
the NIST Cybersecurity Framework.

REQUEST DEMO

ABOUT ABSOLUTE

Absolute Software is a leader in Endpoint Resilience solutions and the industry’s only undeletable defense platform
embedded in over a half-billion devices. Enabling a permanent digital tether between the endpoint and the enterprise
who distributed it. Absolute provides IT and Security organizations with complete connectivity, visibility, and control,
whether a device is on or off the corporate network and empowers them with Self-Healing Endpoint security to ensure
mission-critical apps remain healthy and deliver intended value. See how it works at absolute.com and follow us at
@absolutecorp.
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