
DATA BREACH PREVENTION FOR HEALTHCARE:
A BEST PRACTICES GUIDE

W H I T E  P A P E R

http://www.absolute.com?utm_medium=pdf&utm_source=abt&utm_campaign=healthcare&utm_content=edu


W H I T E  P A P E R :  D A T A  B R E A C H  P R E V E N T I O N  F O R  H E A L T H C A R E   |   2

Today’s healthcare organizations are under pressure to increase the affordability, 
quality, and efficiency of patient care, all while streamlining costs and staying 
compliant with ever-changing regulatory legislation. Those demands alone are 
enough to strain resources to a breaking point. However, recent studies show that 
protecting patient information is one of the biggest challenges that modern health 
providers face.

Medical records command such a high value on the 

underground market — up to $500 per record — that 

healthcare providers are now the number one target 

for cybercrime. Once a provider suffers a breach, the 

consequences can cost hundreds of dollars per stolen 

record. Since a healthcare provider may also be required 

to report breaches to the general public via the media, it 

can sustain long-term reputation and brand damage. 

A recent report from Ponemon Institute shows that the 

average loss in the value of a brand could be up to $330 

million — a figure not many providers can afford.

Health organizations struggle to adapt to this new 

landscape where just one breach can cripple the business. 

Introducing stability and achieving success requires a 

number of different components, including employee 

education, ongoing risk assessments, self-audits and 

reliable preventative measures that protect the business.

EMPLOYEE EDUCATION
Knowledge is your first line of defense against data 

breaches. Ponemon reports that 30% of data breaches are 

caused by human error, and 40% are caused by malicious 

attacks. Educating employees on password protocol and 

the importance of protecting passwords may drastically 

reduce your risk. The Verizon Data Breach Investigations 

Report, the now-famous annual study, showed that 63% 

of attacks take advantage of weak passwords.

Establishing a cyber-safety training program to teach 

the entire organization how to create strong passwords 

and avoid phishing and keylogger scams can reduce 

your risk of a data breach. Ensure that all employees 

know the permitted locations for the use of devices 

and any geographical operating boundaries. Also, 

educate them about corporate policies and regulatory 

mandates regarding endpoints. Emphasize their personal 

responsibility for portable devices that contain PHI.

Medical records command such a high value on the 
underground market that healthcare providers are 
now the number one target for cybercrime.

PERFORM A RISK ASSESSMENT
Endpoints help streamline and improve patient care. 

However, they create a major security risk if not deployed 

and secured effectively. Under original HIPAA guidelines, 

risk assessments were optional, but the HITECH Act 

makes them mandatory. The Security Rule requires that 

organizations “identify vulnerabilities in information 

systems or security policies as well as natural, human and 

environmental threats to the security of protected health 

information.” Perform an internal risk assessment and ask 

these questions: 

• Have you identified all sources of, and transmission or 

storage points for, PHI Data? 

• Have you identified potential threats to these 

endpoints and channels? 
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• Do your endpoints have technology installed that 

allows you to maintain a two-way connection? 

• If a device is lost or stolen, can you remotely access 

historical data to determine if there has been a data 

breach, and determine the extent of the breach? 

• Do your endpoints trigger an alert if taken outside a 

predefined perimeter? 

• Are you able to remotely freeze or disable lost or stolen 

devices?

PERFORM A SECURITY SELF-AUDIT
Security self-audits allow IT administrators to ensure PHI 

data is correctly secured. Start by assessing firewalls, 

encryption, and anti-virus solutions to be sure they 

are updated and functioning optimally. Ensure data 

is encrypted at rest and in motion. As a complement 

to encryption and antimalware solutions, leverage an 

endpoint security solution that is embedded in the firmware 

and self-heals if the device or agent is tampered with. 

Ensure this solution can generate reports on hardware, 

software, or user attribute changes, and alert IT to any 

suspicious activity, such as the removal of encryption 

or the downloading of unauthorized software. Implement 

regular hardware and software audits of portable devices, 

and of server security logs. Finally, ensure employees are 

prompted to change their passwords on a regular basis, 

and that passwords are sufficiently complex. Assess the 

physical security of your data center and server rooms, 

and rotate access keys or codes regularly.

LEVERAGE A LAYERED SECURITY STRATEGY 

The best breach prevention is a comprehensive layered 

defense strategy that spans endpoints and networks; if 

one of the layers fails, there are other layers in place to 

ensure you remain protected. Absolute Persistence® is a 

critical part of this layered security model. The technology 

is embedded in the core of laptops and other devices at 

the factory. Once activated, it provides you with a reliable 

two-way connection so you can confidently manage 

mobility, investigate potential threats, and take action if a 

security incident occurs. The ability to communicate with 

your endpoints — regardless of user or location — means 

you can receive timely device and event information. Most 

importantly, you can apply remote security measures to 

protect each device and the data it contains. No other 

technology can do this.

Introducing stability in this new landscape requires 
employee education, ongoing risk assessments, 
self-audits, and reliable preventative measures.
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CONCLUSION
Keeping protected health information secure is one of the 

biggest challenges healthcare providers face. Medical 

data is worth a fortune on the underground market, 

and a data breach can cost an organization millions in 

lawsuits, regulatory penalties, remediation, and brand 

damage. The key to thriving in such a complex regulatory 

landscape is to prevent breaches from happening in the 

first place. Educating employees about regulations and 

cybersecurity is a first line of defense, but it’s also crucial 

to perform risk assessments and self-audits on a regular 

basis. Deploying a layered security strategy that provides 

protection for all endpoints and networks further protects 

the business by ensuring that if one layer fails, there are 

several more in place to back it up. Absolute is a critical 

part of an effective layered security model, providing 

lifecycle security, risk assessment, and risk response 

to help organizations prevent costly data breaches. For 

more information about Absolute solutions for Healthcare, 

please visit: absolute.com/healthcare

SECURITY IN THE DIGITAL 
HEALTHCARE REVOLUTION
Identify potential security threats and respond 

rapidly before they become damaging security 

incidents, requiring a breach notification. 

Download the Absolute for Healthcare 

Solution Sheet.

GET IT NOW
absolute.com

DIGITAL CARE
To modernize care delivery and embrace models driven by data, the entire health 
system depends on the CIA principle of information. Data must always remain 
confidential, have the highest integrity, and be available at every moment.

PROTECTING DISTRIBUTED DATA
Data is now spread to the far reaches of computing resources; living on laptops, 
tablets, smartphones, cloud storage apps, and more often than organizations would 
like to acknowledge, personal USB flash drives.  Without persistent endpoint visibility 
and control, it is impossible to validate data protection and attest to compliance 
standards that demand continuous confidentiality, integrity, and availability.

This complicates life for IT and IT security teams, who are challenged with enabling 
data-driven digital care — EDI, telemedicine, mobile clinics, and increasing 
consumerization — while keeping everything secure without knowing what’s around 
the corner.

Specific challenges include:

• Poor hygiene on endpoints with high-risk data
• Users accessing personal health information (PHI) on multiple devices
• Inability to locate off-network devices and at-risk data 
• Ever changing regulatory standards 
• Limited asset intelligence before, during, and after M&A

THE SOLUTION: PERSISTENT ENDPOINT HYGIENE AND DATA 
PROTECTION
Absolute provides visibility and control over all activated devices — on and off 
network — enabling healthcare’s digital and agile transformation with persistent 
data protection, automated endpoint hygiene, and continuous compliance in the 
unsettled healthcare landscape.

Deep asset intelligence tracks every device’s security status, such as encryption, 
anti-malware, and misconfigurations to sharpen the focus of IT and prioritize 
responses. Absolute’s endpoint data discovery locates sensitive data on any device, 
flags risks, and automates new controls to restore HIPAA or HITRUST compliance. 

Automate cyber hygiene to any endpoint with pre-built commands tailored to 
harden security for PHI. Continuity and performance happen with zero human touch 
because of Absolute’s unique Persistence® technology, regenerating controls, apps, 
and configurations when hygiene drifts. It works like magic. 

IT and IT security teams have enough to worry about. With Absolute, endpoint 
hygiene, compliance validation, and protecting sensitive information aren’t on their 
list of concerns. So, go lead the healthcare revolution; Absolute will keep it secure.

S E C U R E  T H E  D I G I TA L  H E A L T H C A R E  R E VO LU T I O N
CONTINUOUS COMPLIANCE AND AIRTIGHT PROTECTION FOR PHI ACROSS 
EVERY DEVICE, USER, AND APP

THE CHALLENGE: 
MODERNIZE HEALTHCARE 
WITH UNWAVERING DATA 
PROTECTION

Healthcare is data. Every stitch of a 

patient’s health record — diagnoses, 

treatments, and provider interactions —  

are fueled by information. Payers and 

governments jump into the data pool 

as well. Reimbursements, penalties, or 

even licenses are all determined by, 

you guessed it: data. 

WATCH: Customer Success Story:
Greenville Health System
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The best breach prevention is a comprehensive 
layered defense strategy that spans endpoints and 
networks; if one of the layers fails there are other 
layers in place to ensure you remain protected.
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ABOUT ABSOLUTE
Absolute provides visibility and resilience for every endpoint with self-healing endpoint security and always-connected IT 

asset management to protect devices, data, applications and users — on and off the network. Bridging the gap between 

security and IT operations, only Absolute gives enterprises visibility they can act on to protect every endpoint, remediate 

vulnerabilities, and ensure compliance in the face of insider and external threats. Absolute’s patented Persistence 

technology is already embedded in the firmware of PC and mobile devices and trusted by over 12,000 customers 

worldwide.
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