SOLUTION SHEET

If you want to be proactive by

removing any sensitive data before a

device is lost or stolen, and your end

users' experience is important to you,

Absolute is the product to get.

Full-Service, National Law Firm

absolute.com

RESPONSIBLE AND RESPONSIVE

To serve clients in the digital realm, law firms rely on timely and accurate information
to guide every decision. Legal services require relentless visibility and responsive
control to secure case and client data at all times.

TRUST BEGINS WITH ASSURANCE

Clients trust you. This trust is built on their belief that you will protect their interests
(and their data) without wavering at any moment. But data has a new home, moving
from central repositories to take up residency on laptops, tablets, smartphones, and
cloud storage apps. In this fluid environment, law firms need continuous line-of-
sight to every device, user, and app to be able to verify safeguards, demonstrate
responsibility, and provide assurance to every client, everywhere.

For IT and security teams, this creates new challenges. When sensitive information —
client, case, and your own intellectual property — is scattered, persistent visibility and
control is non-negotiable; it is the foundation of the entire security program.

Law Firms' Security Challenges:

® Users accessing sensitive data on multiple devices

® Limited visibility to identify devices, data, users, and apps
® |nability to pinpoint sensitive data at-risk

® | ack of awareness when safeguards fail

® Slow response times when restoring controls

SOLUTION: DATA SECURITY ASSURANCE WITH PERSISTENT
ENDPOINT VISIBILITY

Absolute gives you persistent endpoint visibility and control — on and off the corporate
network — enabling data protection with asset intelligence, automated endpoint
hygiene, and continuous compliance across your device population.

Asset intelligence gives you detailed knowledge of devices, data, users, and apps.
Hardware and software analytics identify waste, reduce costs, and mitigate risks
when unauthorized apps and devices are discovered.

Only Absolute automates endpoint hygiene, because our patented Persistence®
technology is embedded in the firmware at the factory. Once activated, your
endpoints become self-healing machines, restoring controls and regenerating broken
or disabled apps and agents.

Continuous compliance begins with a digital tether hooked into every device.
Benchmarks and ongoing checks give you the confidence that every endpoint is
airtight and audit-ready. Flexible control checks adapt to your internal policy and
external regulatory standards, such as CCPA, GDPR, HIPAA, PCI, SOX, among others.

Learn how Absolute can help your Law Firm. Visit: absolute.com/professional-services
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SOLUTION SHEET: ABSOLUTE FOR LEGAL SERVICES

Endpoint Data Discovery
Pinpoint data at-risk or vulnerable to
privacy violations such as PII, PHI, PFI
and intellectual property

Endpoint Hardening
Persist apps and agents — SCCM,
encryption, AV or VPN — from a single

command center

Device Tracking and Remediation
Reach missing, stolen, or lost devices with
a digital tether to confirm endpoint hygiene
and data protection

KEY CAPABILITIES
AND BENEFITS

Hardware Analytics
Discover every endpoint and benchmark
devices against security policies and

regulatory standards

Encryption and Anti-Malware Monitoring
Flag devices where encryption or anti-malware is
disabled, and restore security controls with zero
human touch

Geofencing

Put a ring around your data and devices
to enforce physical boundaries in the
post-perimeter era

NIST CYBERSECURITY FRAMEWORK EVALUATION GUIDE
#

NIST CYBERSECURITY FRAMEWORK
EVALUATION GUIDE

This guide outlines the comprehensive suite of
capabilities delivered by the Absolute platform
that are crucial for success with the NIST CSF.
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ABOUT ABSOLUTE

Absolute empowers more than 12,000 customers worldwide to protect devices, data, applications and users against theft or attack —
both on and off the corporate network. With the industry's only tamper-proof endpoint visibility and control solution, Absolute allows IT to
enforce asset management, security hygiene, and data compliance for today's remote digital workforces. Patented Absolute Persistence is
embedded in the firmware of Dell, HP, Lenovo, and 26 other manufacturers' devices for vendor-agnostic coverage, tamper-proof resilience,
and ease of deployment. See how it works at absolute.com and follow us at @absolutecorp.

@ EMAIL: 4@ SALES:
sales@absolute.com absolute.com/request-info

PHONE:
North America: 1-877-660-2289 @ WEBSITE:
absolute.com
EMEA: +44-118-902-2000

2018 Absolute. All rights reserved. Absolute and Persistence are registered trademarks of Absolute. Self-healing Endpoint Security is a trademark of Absolute. All other trademarks are property of their respective
owners. ABT-Legal-SS-E-112618.
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